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1. Introduction
This guide will walk you through setting up your company-issued device and accessing all required systems on your first day. Follow each step in order. If you encounter any issue, contact the IT Service Desk at it@contoso.com or call extension 4400.

2. First Login and Account Setup
2.1 Windows Login
1. Power on your device. The Windows sign-in screen will appear.
1. Enter the temporary username and password provided by your manager. The format is: firstname.lastname@contoso.com
1. You will be immediately prompted to create a new password. New passwords must be at least 12 characters and include a mix of uppercase, lowercase, numbers, and special characters.
1. Do not reuse any of your last 10 passwords. Do not write your password down.
1. Your password will expire every 90 days. You will receive a 14-day warning before expiry.

2.2 Multi-Factor Authentication (MFA) Setup
MFA is mandatory for all employees. You must complete this step before you can access company systems.
1. Download the Microsoft Authenticator app from the Apple App Store or Google Play Store on your personal mobile device.
1. Open a browser and go to aka.ms/mfasetup and sign in with your Contoso credentials.
1. Select 'Add method' and choose 'Authenticator app'.
1. Open the Authenticator app on your phone and tap the '+' icon to add an account. Select 'Work or school account'.
1. Scan the QR code displayed on your screen. The account will appear in the Authenticator app.
1. Enter the 6-digit code displayed in the app to verify the setup.
1. Select 'Done'. MFA is now active on your account.

3. Microsoft 365 Applications
3.1 Microsoft Outlook (Email)
1. Open Outlook from the Start menu or desktop shortcut
1. Your email inbox will be configured automatically with your company email address
1. Your calendar is shared with your team by default — check with your manager if you need to adjust sharing permissions
1. Configure your email signature using the standard template in the Signature Manager (link in the shared IT resources folder on SharePoint)
1. Enable automatic out-of-office replies whenever you are on leave

3.2 Microsoft Teams
1. Open Teams from the Start menu or go to teams.microsoft.com
1. You will be automatically added to your department's Teams channels
1. Set your status and profile photo during Week 1
1. Enable desktop notifications for direct messages and mentions
1. Familiarise yourself with the Files tab in each channel — this connects to SharePoint
1. Do not use Teams personal accounts or consumer-facing Teams on company devices

3.3 SharePoint and OneDrive
1. Access SharePoint at contoso.sharepoint.com or via the Microsoft 365 app launcher
1. Your department site will be bookmarked in your browser by IT
1. Store all work documents in your OneDrive or the relevant SharePoint team site — never on the local C: drive
1. OneDrive is set to sync automatically. Do not disable sync.
1. The HR Onboarding site contains all onboarding resources, forms, and FAQs

4. Printing and Scanning
1. Printers are registered on the network — open 'Devices and Printers' from the Control Panel to add your nearest printer
1. Your IT welcome card includes the default printer queue name for your floor
1. Scan to email is available on all multi-function printers — scan to your own email address then file in SharePoint
1. Colour printing requires manager approval for jobs over 20 pages

5. Device Care and Security
5.1 Physical Security
1. Lock your screen whenever you leave your desk — use Windows key + L
1. Never leave your laptop unattended in a public place
1. Store your device securely overnight — do not leave it visible in a parked vehicle
1. Report any lost or stolen device immediately to IT (x4400) and your manager

5.2 Software and Updates
1. Windows and security patches are pushed automatically — do not delay or dismiss updates
1. Do not install software from the internet without IT approval — submit a request via the IT Service Portal
1. Do not disable antivirus or firewall software
1. Only use approved cloud services for company data — personal Google Drive, Dropbox, and iCloud are not approved for company files

5.3 Recognising Phishing
1. Contoso IT will never ask for your password by email or phone
1. Be suspicious of urgent emails requesting immediate action, especially around payments or login
1. Hover over links before clicking to verify the URL is legitimate
1. Report suspicious emails by forwarding to phishing@contoso.com and then deleting the original

6. Remote Working Setup
6.1 VPN
If you work remotely, you must connect to the Contoso VPN before accessing any internal systems. VPN is not required for Microsoft 365 applications (Outlook, Teams, SharePoint) but is required for ERP, finance, and legacy applications.
1. Open the Cisco Secure Client application from the Start menu.
1. Enter the VPN address: vpn.contoso.com
1. Authenticate using your Contoso credentials and complete the MFA prompt.
1. The VPN icon in the system tray will turn green when connected.

6.2 Home Network Security
1. Use your home router's WPA2 or WPA3 encryption — never use public Wi-Fi for company work without the VPN
1. Keep your home router's firmware updated
1. Ensure family members do not use your company device

7. Getting Help

	IT Service Desk (phone)
	Extension 4400 (internal) | +44 20 7000 4400 (external)

	IT Service Portal
	it.contoso.com — log tickets and track progress

	Email
	it@contoso.com

	Hours
	Monday–Friday, 7:30 AM – 6:30 PM

	Out of Hours / P1 Issues
	+44 20 7000 4401 (emergency support line)

	Self-Service Knowledge Base
	it.contoso.com/kb — guides, FAQs, and how-tos
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